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Overall experience with Qualys Vulnerability Management,
Detection and Response (VMDR)

How helpful reviews are selected

FAVORABLE REVIEW

5.0 May 31, 2022

Useful and very fast vulnerability assessment solution

My overall journey with this platform is that it has proven to
be a game-changing solution for our company. The master
VMDR solution has ended up taking vulnerability
assessment towards the next stage in our �irm by enabling
its uni�ied platform with built-in orchestration to constantly
detect vulnerabilities and con�iguration issues across our
entire global composite ...

Read Full Review

CRITICAL REVIEW

3.0 April 4, 2023

Qualys a solution but not for every business

The Qualys platform is a SaaS solution that allow you to
focus on vulnerability management. Overall the product is
average and requires time before one can become
pro�icient with it.

Read Full Review

See All 364 Product Reviews

Likes and dislikes about Qualys Vulnerability Management,
Detection and Response (VMDR)

LIKES

Its appealing design makes it simple to acquire, install, and
maintain, signi�icantly cutting the total cost of ownership.
As a pen-testing tool, Qualys VMDR frees us from
uninteresting security operations and helps us to focus on
the most critical areas. The analyses are precise and
comprehensive, and they work well for completing CIS, PCI,
and other compliance phases. The �irst ...

May 31, 2022

Read Full Review

DISLIKES

Hosted in the cloud, is slow, also the interface is old and is
di�icult to understand how things work. Scanner are
deployed in VMs and lack customization.

April 4, 2023

Read Full Review
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View more likes and dislikes

Top Qualys Vulnerability Management, Detection and Response (VMDR) Alternatives

Other vendors considered by reviewers before purchasing

from Qualys

45% considered Rapid7

40% considered Tenable

11% considered Tripwire

All Qualys Vulnerability Management, Detection and
Response (VMDR) Alternatives (30)

Compare Qualys Vulnerability Management, Detection and

Response (VMDR) with competitors

Compare Qualys Vulnerability Management, Detection and
Response (VMDR) vs InsightVM (Nexpose)

Compare Qualys Vulnerability Management, Detection and
Response (VMDR) vs Nessus

Compare Qualys Vulnerability Management, Detection and
Response (VMDR) vs Tenable.sc

Product Features and Ratings

Vulnerability Signature quality and coverage 4.6           (267)

Assessment methods 4.4           (266)

Reporting, Analysis and Metrics 4.3           (267)

Cloud and Hypervisor Assessment support 4.2           (265)

Secure Con�iguration Assessment 4.3           (263)

Reviewer Insights and Demographics

Company Size Industry Deployment Region
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<50M USD 11%

50M-1B USD 41%

1B-10B USD 24%

10B+ USD 17%

Gov't/PS/Ed 7%

IT Services 21%

Banking 12%

Manufacturing 9%

Healthcare and Biotech 8%

Other 51%

North America 44%

Asia/Paci�ic 26%

Europe, Middle East and Africa 23%

Latin America 7%

Most Helpful Qualys Vulnerability Management, Detection
and Response (VMDR) Reviews

See All 364 Product Reviews

4.0 May 18, 2022 Review Source:

VM is the baseline for a promising Security Program, you'll need the best tools!

Reviewer Function: Other Company Size: 3B - 10B USD Industry: Retail Industry

Having Qualys as a Vulnerability Management tool has given us great visibility across the Estate, it has many capabilities to �ind and remediate
with patching the security �laws from the OS to the Application level, it also has very good integration ...

Read Full Review

4.0 Aug 3, 2022 Review Source:

This is the Vulnerability Management tool to have

Reviewer Function: IT Security and Risk Management Company Size: 10B - 30B USD Industry: Banking Industry

Qualys is a Vulnerability Managment tool that allows companies of any size to check the vulnerabilities across their systems. It is a must have
tool if you have a medium size IT environment and no VM tools. It is also a good starting point for implementing ...

Read Full Review

5.0 Jul 4, 2022 Review Source:

Q l i h i d l d i VM l f i h ld b h f li !
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Qualys is the industry leader in VM platforms, it should be at the top of your list!

Reviewer Function: IT Security and Risk
Management

Company Size: Gov't/PS/ED 5,000 - 50,000
Employees

Industry: Government
Industry

From solution selection through to deployment and operation, Qualys has been a breath of fresh air. Our TAM is always very helpful and has the
time to explain things, even when my knowledge is lacking. We have found Qualys VMDR to be easier to use ...

Read Full Review

4.0 Jun 3, 2022 Review Source:

Qualys is a solid and easy to use vulnerability management platform

Reviewer Function: IT Company Size: 500M - 1B USD Industry: Media Industry

We required a new vulnerability management and scanning platform when the previous platform we were using removed some features and
introduced some bugs that broke a lot of our functionality we built around it. Qualys came highly recommended.

Read Full Review

5.0 Jul 12, 2022 Review Source:

friendly and does their best,but unfortunately some things are not implemented yet.

Reviewer Function: IT Company Size: 1B - 3B USD Industry: Services (non-Government) Industry

It's reliable, it just works. It is initiative and the learning curve was not very steep. It is �lexible: it has been able to handle all the tasks I have
thrown at it.It's smart, it's obvious a lot of thought has gone into this service, it ticks all the boxes

Read Full Review

5.0 Jun 11, 2022 Review Source:

Qualys VMDR is currently one of top solution on the market vulnerabilities scanning

Reviewer Function: Data and Analytics Company Size: 30B + USD Industry: Services (non-Government) Industry

Qualys VMDR is one of top solutions for performing the scanning of a network for vulnerabilities, it has also a solid support and even has a
team that works on discovering new vulnerabilities. This is a very solid solution for any enterprise, and the bene�its of ...
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Read Full Review

4.0 Mar 28, 2023 Review Source:

Qualys VMDR

Reviewer Function: IT Security and Risk Management Company Size: 500M - 1B USD Industry: IT Services Industry

Qualys is a highly rated product within this �ield. It provides a one stop shop for the complete vulnerability lifecycle The user interface is
relatively comprehensive but still mostly intuitive to use. The widget based dashboard gives a good insight into the ...

Read Full Review

4.0 May 9, 2022 Review Source:

Protects sensitive patient data from serious cyber threats

Reviewer Function: IT Security and Risk Management Company Size: 1B - 3B USD Industry: Healthcare and Biotech Industry

We are happy with the product as it helps us discover and prioritize vulnerabilities within our environment

Read Full Review

4.0 Oct 13, 2022 Review Source:

Nice software to automate vulnerability management

Reviewer Function: Sales and Business Development Company Size: 1B - 3B USD Industry: Services (non-Government) Industry

One of the best VMDR solution, it's easy to deploy on servers, automates all the process from discovering of assets, running scans, generating
reports and then remediating the vulnerabilities, which helps to lower down the company risk score.

Read Full Review

4.0 Apr 30, 2023 Review Source:

Qualys VMDR
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Qualys VMDR

Reviewer Function: Operations Company Size: 50M - 250M USD Industry: IT Services Industry

The implementation of the agents has wide compatibility with respect to the operating sustems, yhe initial set-up of the console is easy, the
operation is good, it allows you to have complete visibility og what is happeing in your envireoment, it allows you to ...

Read Full Review

4.0 Apr 5, 2022 Review Source:

Vulnerability scanning in a blink

Reviewer Function: IT Company Size: 30B + USD Industry: Hardware Industry

There is only one answer for all security issues: Qualys Vulnerability Management, Detection, and Response! It's a cutting-edge platform that
can even combat new threats and keep us informed about emerging viruses, ensuring that we don't overlook any ...

Read Full Review

4.0 Apr 21, 2023 Review Source:

If you are looking for a VA scanning solution this is one to consider.

Reviewer Function: IT Security and Risk Management Company Size: 50M - 250M USD Industry: Healthcare and Biotech Industry

Qualys is an hybrid VA scanner hosted in the cloud and VM agents deployed onprem. It has a lot of modules and for example they offer an
inventory tool for free but using agents, regarding their capabilities as a scanner are good but something ...

Read Full Review

5.0 May 4, 2023 Review Source:

Qualys is Visibility and Patching Solution.

Reviewer Function: IT Security and Risk Management Company Size: 500M - 1B USD Industry: Manufacturing Industry

My overall experience with using Qualys has been both informative and vital to my job function.

Read Full Review
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5.0 Aug 4, 2022 Review Source:

One tool set that needed to protect your business.

Reviewer Function: IT Security and Risk Management Company Size: 250M - 500M USD Industry: Insurance (except health) Industry

Account manager and support teams are very helpful and listen to our issues and nice to have features to try and build them into the next
release.

Read Full Review

3.0 Apr 4, 2023 Review Source:

Qualys a solution but not for every business

Reviewer Function: Engineering - Other Company Size: 1B - 3B USD Industry: Healthcare and Biotech Industry

The Qualys platform is a SaaS solution that allow you to focus on vulnerability management. Overall the product is average and requires time
before one can become pro�icient with it.

Read Full Review

See All 364 Product Reviews

Gartner Research Log In

Market Guide for Vulnerability Assessment
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the views of Gartner or its a�iliates. Gartner does not endorse any vendor, product or service depicted in this content nor makes any warranties, expressed or implied, with respect to

this content, about its accuracy or completeness, including any warranties of merchantability or �itness for a particular purpose.
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