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Why Dark Web Threat Intelligence 
Auditor Certification?

Cyber attacks targeting corporate infrastructures 
are surging, and a growing number of these threats 
are propagated by entities lurking in the most 
hidden regions of the internet. 

Dark Web and Cyber Intelligence provides near real-
time monitoring of cyber attacks across the dark 
web, the deep web, fraudster-to-fraudster social 
media conversations and other digital channels, 
providing actionable intelligence and alerts to help 
organizations take the right steps to protect their 
financial assets, brands and customer reputations.

This course will help you build auditing skills for 
threat analysis for your organization.



The DW|TIA certification training focuses to impart a deep and clear understanding of:

Security Tools

Learn to use various Dark 
Web Monitoring, Threat 

Event Monitoring, Malware 
Analysis & Vulnerability 

Management tools.

Network Analysis

Establish expertise in 
network analysis for security 
and performance purposes 

in an enterprise 
environment. 

Tips & Tricks

You will gain insider tips 
and tricks so that you can 
quickly spot performance 
issues and management 

security incidents. 

Intensive Training

Case studies offering insight 
into various security and 

performance issues faced by 
companies and how to solve 

them using various open 
source tools available.

Investigation

Gain knowledge on 
investigation & response 

management issues 
pinpointing the source of bad 
performance while incident 

handling.

What is the Course Outcome?



Who can get the Course 
benefits?

Information 
Security Auditors

Penetration Testing 
Professionals 

Compliance 
Officers



What is the Course 
Outline?

Topics covered 

1
• Introduction

2
• Intelligence Analysts [Tactical, Operational, Strategic]

3
• Threat And Risk 

4
• Threat Researchers

5
• Security Operations Centre [Tactical & Operational]

6
• Data Vs Information Vs Threat Intelligence 

7
• The Intelligence Cycle

8
• The Principles Of Threat Intelligence 

9
• The Different Levels Of Dark Web Threat Intelligence 



10
• Different Sources Of Threat Intelligence

11
• Different Types Of Dark Web Threat Intelligence 

Services

12
• Dark Web Recon 

13
• Dark Web Analysis 

14
• Security Operations Centre (SoC) 

15
• Dark Web Security Management

16
• Strategic Dark Web Threat Vulnerability Management

17
• Investigation And Response Awareness

18
• External Supplier For Cyber Threat Intelligence

19
• Infra & Security Engineering Operational

20
• Threat Intelligence Policy 

21
• Dark Web Security Process

22
• Planning & Direction

23
• Priority Intelligence Requirements 

24
• Requests For Intelligence [Rfi]

25
• Collection & Processing

26
• Unindexed Internet

27
• Open Source Intelligence



28
• Intelligence Sharing Groups

29
• Technical Threat & Reputation Databases

30
• Collection Assets

31
• Tactical Indicator Triage

32
• Operational & Strategic Dark Web Threat Analysis

33
• Stakeholder Analysis

34
• Threat Intelligence Feeds, Reports And Advisories

35
• Threat Intelligence Feedback Collection Technology

36
• Open Source Information Aggregator

37
• Dark Web Monitoring Tools

38
• Enrichment Sources

39
• Threat Researchers

40
• Spam Trap

41
• Honeypots & Deception Grid Analysis

42
• Threat Intelligence Platform

43
• Link Analysis Tools

44
• Malware Analysis Tools [E.G. Sandbox]

45
• Operational Visibility & Orchestration



What is the Course 
Outline?

Topics covered 

46
• Enterprise Asset Database

47
• Threat Event Monitoring Tools

48
• Threat Knowledgebase

49
• Case Management

50
• Workflow Management

51
• Vulnerability Management Tool



Connect  Us!
Ducara help harnessing latest 

security trends & enhancing skills 
to simplify IT security complexity 

efficiently.

info@ducarainfo.com

www.ducarainfo.com 


