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WHY C|WHH?
B e c o m e  a n  E t h i c a l  H a c k e r  a n d  m a r k  
e s t a b l i s h  y o u r  u n i q u e  i d e n t i t y.

• Earning the globally recognized C|WHH cyber security 
certification is a proven way to build your career and better 
secure critical assets in the Information System.

• The C|WHH shows you have the advanced technical skills. The 
Certified White Hat Hacker is a one-of-a-kind certification 
designed to give the candidate a look inside the mind of a 
hacker. 

• Learn procedures established by the cybersecurity experts at 
Ducara.

2



Are you in Trends?
T h e  C | W H H  i s  o n e  o f  t h e  h o t t e s t  c e r t i f i c a t i o n s  i n  
t h e  m a r k e t  t o d a y.

Cyber Security is becoming an issue for an increasing 
number of organizations. 

More are using IT services, by moving their operations 
to the internet, and offering web-based applications 
for quick and easy access to solutions & services they 
provide or use. 

Security professionals remain high in demand because 
a lot of Information Systems lack enough security 
features to protect against recent threats.

Chart Title

Software Development Tester Data Analyst Security Consultant
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E t h i c a l  
H a c k e r s  
D e m a n d



What is the Objective?
O u t c o m e  O f  t h i s  C o u r s e

• The goal of this certification is to help you master an ethical hacking 
methodology that can be used in a penetration testing or ethical hacking 
situation.

• An white hat hacker is someone who follows ethical principles to protect 
information and systems from the unethical hackers.

• You walk out the door with ethical hacking skills that are highly in demand, as 
well as the Certified White Hat Hacker certification!
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Target Audience
W h o  e a r n s  C | W H H ?

• Security Officers

• Security Administrator

• Security Auditors

• Security Architect
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• Security Consultant

• Security Engineer

• Security Manager

• Systems Architect

The C|WHH is ideal for IT security leaders responsible for 
applying best practices to Cyber Security, including those in 
the following positions:

D u r a t i o n :  4 0 H r s



Certified White Hat Hacker
The Ethical Hacking stage is set. Just Follow the Path.



Course Outline 
To p i c s  C o v e r e d  i n  C o u r s e
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1
• INTRODUCTION TO ETHICAL HACKING

2
• FOOTPRINTING AND RECONNISSANCE

3
• SCANNING NETWORKS

7
• MALWARE THREATS

8
• SNIFFING

9
• SOCIAL ENGINEERING

4
• ENUMERATION OF SERVICES

5
• VULNERABILITY ANALYSIS

6
• GAINING ACCESS OF SYSTEM
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10
• DENIAL-OF-SERVICE

11
• SESSION HIJACKING

12
• EVADING IDS, FIREWALLS, AND HONEYPOTS

13
• HACKING WEB SERVER

14
• HACKING WEB APPLICATIONS

15
• SQL INJECTION

16
• HACKING WIRELESS NETWORK

17
• HACKING MOBILE PLATFORMS

18
• IOT HACKING

19
• CLOUD COMPUTING

20
• CRYTOGRAPHY

Topics Covered in Course



Any Query?
info@ducarainfo.com

www.ducarainfo.com

The Technology is changing every day and we at Ducara are committed to demonstrating values. Embracing a digital 
transformation strategy which drive returns on IT security investment. 

Ducara Info Solutions (P) Ltd.


